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» High-Rate Uncorrelated Bit Extraction (HRUBE) [Patwari et al., 2010].

» [Ben Hamida et al., 2009] identifies weakness of existing key generation
algorithms.

» [Ye et al., 2010] uses Rayleigh and Rician models to generate richly scattering
environments.

3/21 Wednesday 20" March, 2019



Introduction Related Work Physec Methods Simulation Tools Case of Study Conclusion

Contents

Introduction

Related Work

Physical Wireless Methods for Extended Security
Simulation Tools For Wireless Extended Security

Case of Study

Conclusion

4/21 Wednesday 20" March, 2019



Introduction Related Work Physec Methods Simulation Tools Case of Study Conclusion

Assumptions taken

» Information reconciliation is part of system design, an important aspect in key
generation, nevertheless, out of scope in this research. [Patwari et al., 2010]

» Synchronous measurements.

» Absence of noise:

|Hag [f]| = [Hea[f]]

» Eavesdropper agent is passive.
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Robust Slice Algorithm

1. A or B is defined as the master node.

2. k[n] is calculated based on: _
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Figure: Trajectory [C.Edinger and A.Schmitt, 2013]
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» By means of simulation, it has been proven that:

» An eavesdropper will generate the same key only at 0.01 m from A or B.

» Channel possess sufficient randomness to generate keys.

» PHYSEC is a viable and secure wireless physical security method for flying objects.
» Open research paths:

» Test PHYSEC on real conditions.
» Study scenarios such as approach or taxi.
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